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ince the enactment of the Gramm-Leach-Bliley
S Act in 1999 (GLBA), information security issues

have been a high priority for financial institutions
and their regulators. With the rise of cybersecurity
threats, security breaches have unfortunately become
increasingly common and alarming as banks have shifted
towards a more digital banking environment. The
question is no longer “if’ your institution will suffer a
breach but “when.”

Breaches of data systems can be extremely costly and

Info rmatlon Secu rlty: expose a financial institution to regulatory criticism, civil
liability, and reputational risk. Bank regulators have long

InCident ReS ponse and understood the inevitability of security breaches. While

i . preventive efforts remain crucial, the real focus of
BreaCh N0t|f|cat|on examiners seems to be on the response. However,
when a breach does occur, financial institutions must
navigate a maze of federal and state breach notification

Originally presented on laws to determine their response obligations.

Thursday, April 25, 2024 For this reason, this Webinar will delve into the laws and

(1.5 hours) regulations concerning information security breaches,
including the specific requirements for financial
institutions in responding to a breach. Please join us for
Presented by an in-depth discussion of cybersecurity incident and

John M. Davis Esq response obligations for financial institutions.
5 , 5
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Key topics to be covered include:

What is a “breach” of the system?

What laws and regulations apply to information
security breaches?

What should my response program contain?

When must | notify my customers or individuals of
a breach?

When must | notify a regulator of a breach?
What must a notification letter contain?

Are business customers protected by the laws on

WHO SHOULD ATTEND? . . .
information security or only consumers?

Security and privacy officers, compliance officers, auditors
and staff, in-house counsel, operations personnel

ON-DEMAND STREAMING AVAILABLE
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* Janet Bonnefin is retired from the practice of law with the firm.


mailto:info@bankerscompliancegroup.com

Information Security: Incident Response and Breach Notification — On-Demand

ON-DEMAND WEBINAR

This Webinar was originally presented on April 25, 2024. There will be no live Q&A sessions but the recording does
include the recorded Q&A sessions. This program is 1.5 hours in length.

Member Status On-Demand Pricing
BCG Member $295
BCG Non-member $395

REGISTRATION

BCG Members: To register, contact your institution's Main Contact or, if authorized, log in at
https://register.bankerscompliancegroup.com/subadmin and select “On-Demand Events.” Registrants will receive
an email with instructions on how to access the On-Demand Webinar and download the materials within approximately
24 hours after the purchase has been made.

BCG Non-members: If your institution has previously registered for a BCG event, using your institution’s username
and password, log in at https://register.bankerscompliancegroup.com/subadmin and select “On-Demand Events.”
Registrants will receive an email with instructions on how to access the On-Demand Webinar and download the
materials within approximately 24 hours after we have confirmed your payment has been received.

If you have not established an online event registration account, contact Katrina Jensen at 800-742-3600 or email her
at info@bankerscompliancegroup.com to obtain a username and password.

PAYMENT

BCG Members: This On-Demand Webinar is offered to BCG Members on an optional basis. We will include the
registration fee on the BCG Member’s monthly BCG invoice.

BCG Non-members: Non-members may pay by credit card or check. To pay by credit card, follow the credit card
instructions during the online registration process. Major credit cards are accepted. To pay by check, make checks
payable and mail to Aldrich & Bonnefin, PLC, P.O. Box 19686, Irvine, CA 92623-1029, and indicate the event for
which you are registering. Registrants will receive an email with instructions on how to access the On-Demand
Webinar and download the materials within approximately 24 hours after we have confirmed your payment has been
received.

CANCELLATION POLICY

BCG Members: Once you click “Save” on the registration page, your registration fee is non-refundable.

BCG Non-members: Once your payment for the On-Demand Event is complete, your registration fee is non-
refundable.

ACCREDITATION

(Continuing Education credit will be provided only to the registrant)

MCLE: As an added benefit we are offering this Webinar to in-house attorneys for MCLE credit. This activity has been
approved for Minimum Continuing Legal Education credit by the State Bar of California in the amount of 1.5 hours. Aldrich &
Bonnefin certifies that this activity conforms to the standards for approved education activities prescribed by the rules and
regulations of the State Bar of California governing minimum continuing legal education.
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